
 
   

  
     

        
         

      
             

                
          

              
            

        
           

     
 

         
       

            
          

           
        

 
              

     
 

 

       
         

          
   

           
             

               
             

         

http://www2.ed.gov/policy/gen/guid/fpco/ferpa/lea-officials.html




 

  
     

 

 
 

          
          

        
      

           
     

 

       
   

 

        
 

 
     
     
       
     

       
      
        
   
     

 
           

        
          

 
  

  
 

       
          

        
     

   
 

    
       
   
      

    
           

  
 

 

                
         

A more detailed description of the PPPL is available from the Committee on Open Government of 
the New York Department of State. Guidance on what you should know about the PPPL can be 
accessed at 

http://www.dos.ny.gov/coog/shldno1.html
mailto:coog@dos.ny.gov


 
 
 

          
              

     
  

         
     

 
 

       
   

 
             
         

          
     

                 
  

 
     

 
 

  



 
 
 

         
   

      
         

 
 

            
         

        
  

 
            

     
      

       
 

         
        

     
            

          
        

 
         

        
  

            
    

   
          

  
     
             

 
    
    

        
       

        
      

         
       

   

o The policies will also require security measures when providing student data 
to parents, to ensure that only authorized individuals receive such data. A 
parent may be asked for information or verifications reasonably necessary to 
ensure that he or she is in fact the student’s parent and is authorized to receive 
such information pursuant to law. 

(C) State and federal laws protect the confidentiality of PII, and safeguards associated 
with industry standards and best practices, including, but not limited to, 
encryption, firewalls, and password protection, must be in place when data is 
stored or transferred. 

Education Law §2-d also specifically provides certain limitations on the collection of data by 
educational agencies, including, but not limited to: 

(A) A mandate that, except as otherwise specifically authorized by law, NYSED shall 
only collect PII relating to an educational purpose; 

(B) NYSED may only require districts to submit PII, including data on disability 
status and student suspensions, where such release is required by law or otherwise 
authorized under FERPA and/or the New York State Personal Privacy Law; and 

(C) Except as required by law or in the case of educational enrollment data, school 
districts shall not report to NYSED student data regarding juvenile delinquency 
records, criminal records, medical and health records or student biometric 
information. 

(D) 

http://www.p12.nysed.gov/irs/sirs/documentation/NYSEDstudentData.xlsx
mailto:CPO@mail.nysed.gov


 
 
 

         



 

  
     

 

 
 

            
          
      

 

           
        

              
          

    
      

           
             

         
              

    
         

       
 

          
     

             
   

        
          



 
 
 

         
 

        
       

         
         

        
          

          
           

  
 

      
 

       
        

           
 

      
 

             
               

 

any party relating to the alleged improper disclosure of student data or teacher or principal APPR 
data. 
Where there is a breach and unauthorized release of PII by a by a third party contractor or its 
assignees (e.g., a subcontractor): (i) the third party contractor must notify the educational agency 
of the breach in the most expedient way possible and without unreasonable delay; 



 

  
     

 

 

 

          
 

 
          

             
    

 
                

         
 

          
       

                
   

 
            

       
 

 
          

    
            

                
         

            
   

 
      

          
     

 
         

          
          

                
    

       
          

        
           

    
       

ATTACHMENT 

Model Notification of Rights under 



 
 
 

     



 
 
 

        
       

        
           

          
          

  
 

         
        



ATTACHMENT S-1 



other entity, Contractor acknowledges and agrees that it is responsiblefor ensuring that all 
Student Data or APPR Data shared by.the Contractor must be retumed to Contractor or 
otherwise destroyed as provided in Paragraph 4 of the "Data Security and Privacy Plan" 
setforth in Appendix R. 

4. Specify the expiration date of the Contract and explain what will happen to the Student Data 
or APPR Data in the Contractor's possession, or the possession of any person/entity 
described in response to Paragraph 3, upon the expiration or earlier termination of the 
Contract. 

Contract Expiration Date: June 30, 2025 

NYSED program office checks applicable box. 
D Contractor agrees to return the Student Data or APPR Data to NYSED consistent 

with the protocols set forth in Paragraph 4 of the "Data Security and Privacy Plan" 
set forth in Appendix R. 

X Contractor agree to securely destroy the Student Data or APPR Data consistent with 
the protocols set forth in Paragraph 4 of the "Data Security and Privacy Plan" set 
forth in Appendix R. · 

5. State whether the Contractor will be collecting any data from or pertaining to students 
derived from the student's education record, or pertaining to teachers or principals' annual 
professional performance evaluation pursuant to the Contract, and explain if and how a 
parent, student, eligible student (a student eighteen years or older), teacher or principal may 
challenge the accuracy of the Student Data or APPR data that is collected. NYSED program 
office checks applicable box(es). 

X Student Data 

0 APPRData 

Any challenges to the accuracy of any of the Student Data or APPR Data shared 
pursuant to this Contract should be addressed to the school, educational agency or 
entity which produced, generated or 




