ATTACHMENT S
PARENTS’ BILL OFRIGHTS
FORDATA PRIVACY AND SECURITY

To satisfy their responsibilities regarding firevision ofeducatiorto studentsn pre-

kindergarten through gradeelve, “educational agencies” (as defined below) inStagéeof New

York collect and maintain certapersonally identifiablenformation fromthe educatiorrecords

of their students.As partof the CommonCore ImplementatioReformAct, EducationLaw 82-d

requires that each educata agencyn the Stateof New York mustdevelop aParentsBill of

Rights for DataéPrivacyand Security (Parent8ill of Rights). The ParentsBill of Rights must

be published on theebsiteof each educational agency, andst beincludedwith every

contractthe educationagency entermto with a“third party contractor” (asefinedbelow)

where the thirgbarty contractoreceives student datar, certain protectedeacher/principal data

relatedto Annual Professional PerformanReviews thats designated asonfidentia 13.6t( 13 (onf)3 1)-2 (0.0




student’s privacy rights under FERP&ompletestudent records are maintaingg schoolsand
schooldistrictsand not at NYSED, which is the secondary repositorgaih, andNYSED make
amendmentso schoolor school districtecords.Schoolsand schooldistrictsare inthebest
position tomake correctionto studentseducation recails.

1. The right to provide written conseléforethe schootliscloses personally
identifiableinformation(PIl) from the student'sducatiorrecords, excegb the
extent that FERPAuthorizedisclosure without consent (including gt limited to
disclosure under specified conditions to: (i) school officiatkin the school or
schooldistrict with legitimateeducational interests; (iofficials of another school for
purposes oénrollment oitransfer;(iii) third party contractorprovidingservicedo,
or performing functions for an educatio@ency{iv) authorized representative$
theU. S.Comptroller GeneratheU. S. Attorney GeneraltheU.S. Secretaryof
Education, or State and local educaticnahoritiessuch alNYSED; (iv) (v)
organizations conducting studies or on behalbf educational agencies) atd)




A moredetaileddescriptionof thePPPLis available from the Committe® Open Governmeiuif
the New YorkDepartmenbf State. Guidance on what you should know aboutRPLcanbe
accessed dittp://www.dos.ny.gov/coog/shldnol.htniThe Committeeon OpenGovernment’s
addresss Committeeon OpenGovernmentDepartmentof State, One Commerce Plaza, 99




(a)Otherinformationthat, alone or in combination, lisked or linkableto a specific
studenthatwould allowareasonable person ihe school community, whadoes not
have personal knowledge thfe relevant circumstances,identify the student with
reasonable certainty; or

(b) Information requestely aperson who the educatioregencyor institution
reasonably believes knows the identity of the student to wheraducation record
relates.

1. What kind of student data isnot subjectto the confidentiality and security
requirements of Edu8 (s)1 (t)-10 (it)-10 ]TJ -0.004 Tc 0.004 Tw [y b10 (de)Ti1 Tc 0.0-780 (7.3 0






o Whenappointed, th€hief PrivacyOfficer of NYSED will alsoprovide a
procedure within NYSED whereby parerggjdentsteachers,
superintendents, school board memberiscipals, andther persons or
entitiesmayrequesinformation pertaining to studedata or teachesr
principal APPR data iratimely and efficientmanner.

1. Must additional elementsbe includedin the Parents’ Bill of Rights.?

Yes For purposes of further ensuring confidentiality and secafistudendata, as an
appendix taheParentsBill of Rights each contract aeducational agenagntersnto witha
third party contractoshall include the following supplemental information:

(A) theexclusive purpose®r which the student data, twacheror principal datawill be
used;

(B) how the third party contractor will ensuteat the subcontractors, persamentities
that thethird party contractorwill sharethe student data or teacher principal data
with, if any, will abide bydata protectiomnd securityequirements;

(C)when theagreementvith thethird party contractorexpires and what happens to the
studentdata or teacher or principal data upon expiration oatjireement;

(D)if and how a parent, studegtigible student, teacher principalmay challege the
accuracyof thestudent datar teacheor principal data thais collected; and

(E) where the studemtataor teacheror principaldatawill be stored(describedn such a
manneras to protect data security), attie securityprotectiongakento ensuresuch
data will beprotected, including whethsuchdatawill be encrypted.

a. In addition, theChief PrivacyOfficer, with input from parents andther
education and expert stakeholdéssequired to develop additionalements
of the Parents’ Bill oRights to be prescribed Regulations of the
Commissioner.

2. What protections are requiredto be in place if aneducationalagency contractswith
a third party contractor to provide services,and the contract requires the disclosure
of PII to the third party contractor?

Education Law82-d providesery specific protections for contraetsth “third party
contractors”, defined amy person or entity, othdran an educati@l agency, that receives
studentdata orteachelor principaldata from areducationahgencypursuanto a contracbr
other writtenagreementor purposes of providing services to such educational









ATTACHMENT
Model Notification of Rights under FERPA for of



interestf theofficial needs to review an education recoraiderto fulfill his or her professional
responsibility.

[Optional] Upon request, the school disclosdscation recordwithoutconsento officials of
another school distt in which a studenseeksor intendgo enroll, oris alreadyenrolled ifthe
disclosures for purposes of the student’s enrolimentm@ansfer.[NOTE: FERPArequiresa
school districto makea reasonable attemiat notify theparentor student of theecords request
unlessit statesn its annualnotification thatt intendsto forwardrecordson request.]

1. Therightto file acomplaint withthe U.S. Departmemtf Education concerning
alleged failures by the [Schodfj comply with thaequirement®f FERPA. The
name and addres$ theOffice that administers FERPA are:

Family Policy Compliancéffice
U.S. Departmendf Education 400 Maryland Avenue,
SW Washington, DC20202

[NOTE: In addition, a schoohaywant to include itslirectory information publinotice, as
required



such as the State educational agendipe parentor eligible student’s State (SEADisclosures
under
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